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This document shows a step-by-step guide on how to configure an ADFS server for connecting with the assessmentQ
Identity Provider. This document uses ADFS 4.0 as example.

1 Introduction

With respect to setting up the ADFS coupling, the customer takes the role of the Identity Provider (IdP) and Edumatic
takes the role of the Service Provider (SP).

assessmentQ uses Open ID Connect through Identity Server to authenticate users.

Identity Server is to be configured as a Relying Party in ADFS.
WS-Federation Protocol is used for the communication between ADFS and assessmentQ.

2 Requirements

* ADFS 2.0 or higher
» OAuth SHA-2 signature encoding
» Access to the IdP metadata file via direct URL access

3 Configuration

3.1 Configuring the Relying Party Trust

A Relying Party (RP) Trust needs to be configured for the Televic SP.
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Open the ADFS management console
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2. Click 'Add Relying Party Trust', select 'Claims Aware' in the first window and click 'Start'.
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3. Select 'Enter data about the relying party manually' and click 'Next >'.
8 Add Relying Party Trust Wizard "

Select Data Source

Seps Select an option that this wizard wil use to cbisin dats aboul this relying pary:
@ Walcoma

Import data about the rehing publshad online or on a local netwark:
@ Select Data Sounce O -

Lise this option to import the necessary data and cestificates from a relying party organization that publishes

@ Specty Display Name its federation metadata online or on a local network.
@ Configure Cenfficate Fedemation metadata address fhost name or URL):
@ Carfigure URL
@ Configure Ieriifiers Example: fs contoso.com or hitps-//www contoso com/app
@ Choose Access Control ) kmpoet data sbait the rebing party from a file
Lise this option to import the necessary data and cestificates from a relying party organization that has
@ Ready to Add Trust eported itz faderation metadata to afla. Ensure that this file i from 2 trusted source. Thes wizard will not
) valdate the source of the file.
@ Finish
Federation metadats fle location:

{®) Ertter data about the redying party manualy
Use this cption to manually input the necessany data about this réying pary onganization.

| <Previous | [ Nea> ]| conce

4. Provide a display name for the RP and optional description for the Relying Party and click 'Next >'.

Wi Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this refying party.
@ Welcoms Displasy nasme:

@ Select Data Sowrce [Televic Education

@ Specky Display Name Notes:

@ Corfigure Cerficate The Televic Education dentity Server|

@ Configure URL

@ Configure Identfiers

@ Choose Access Conbral
Policy

@ Readyto Add Trust
@ Finigh

televic



5. If a profile must be selected, select 'ADFS 2.0 profile' and click 'Next >'.
""-_;': Add Relying Party Trust Wizard

Choose Profile

Slaps This wizard uses conliguration profles 1o aid in cieating the reking pary rust. Choose the approgriste
@ Welcoms configuration profile for this rebing paly tst
@ Select Data Souce ' AD F5 2.0 peoiie
@ Specily Display Name Thes profie supports rebang pariies that are mberoperable with new AD FS 20 features, such as
saciily bokoen enciyplion and the SAML 2.0 protocol.
@ Choose Profile
@ Configure Cerbhicale  ADFS 1.0and 1.1 profile
@ Configure URL Thas peolile supports rekang parties that ace nberoparable wath AD F5 1.0 and 1.1
@ Configure Identifers
@ Chooss [zsuance
Augthesization Fules
@ FReady to Add Tt
@ Finzh

cprevious [[ Mew> |  Cancel |  Hep |

6. Do not specify any encryption certificates (leave blank)
& Add Relying Party Trust Wizard 4

Conhgure Certificate

' Specly an optional token encryption cedificate. The token encryption cerficate is used 1o encrypt the claims
@ Weleome that are sant to this relding party. The rehing party il uas the pevate key of this certificate to decrypt the
claims that ane sent to k. To speciy the cenfficate, chck Browse.
@ Select Data Source
@ Specfy Display Name hw
@ Corfigure Centficate Bfsciive daie:
@ Configure URL Expiration date:
@ Configure ldantfiers
@ Choase Cortrol e Remawve
Policy

@ Raadyto Add Trust
@ Fnish




7. Select 'Enable support for the WS-Federation Passive protocol’

Gl Add Reltying Party Trust Wizard *
Configure URL

Sopn AD FS supperts the WS- Trust, W5-Federstion and SAML 2.0 Web 550 protacels for rehying parties. ¥

@ Welcome W5-Federation. SAML, or bath ane used by the relying pary. select the check boxes fior them and speciy the

URLs to use. Support for the WS-Trust protocol is always enablad for a relying party.

[] Enable suppod for the W5-Federation Passive protocol
The W 5-Federation Pmpmbcd URL supports Web-browser based claims providers using the

@ Select Data Source
@ Speciy Diaplay Name

@ Configure Certficate W5-Federation Passive protocel

@ Configure URL Rebing paty WS-Federation Passive protocsl URL:

@ Configure iderifiers [ttps:/ vewes sigrin educatione/sso Aeevic]

@ Eﬁumw Example: hips://fs cortoso com/adis s/

@ Readylo Add Trust [ Enaile suppeet forthe SAML 2.0 WebSS50 protecsl

@ Finish The SAML 2.0 single-sign-cn (550 senvice URL suppons Web browser-based claims providers using the
SAML 2.0 Web 550 protocal,
Radying paty SAML 2.0 550 senace URL:
Excample: hitps./ veww contoso com/adfe/ls/

Enter the following URL for the 'Relying Party WS-Federation Passive Protocol URL' (not the one in the
screenshot):

https://idp.assessmentq.com/sso/ <your_identifier>

8. Provide the Relying Party trust identifier (not the one in the screenshot).
Specify the display name and identifiers for this relying party trust.

Display name:
|Televic Education |

Rehving party identifier:

|urr1 televic|sign4n .education | | Add

Example: https://fs.contoso com/adfs/servicesAnist

Rehving party identifiers:
hitps:/ e sign-n.education/e/sso./televic Remove

OK || Cancel || Aeply |

televic



urn:<your_identifier>.idp.assessmentq.com

Note: subdomain is case sensitive and should always be lower case.
9. Select 'Permit all users to access this relying party'.

" Add Relying Party Trust Wizard

Choose Issuance Authorization Rules

Stops [ssuance suthorization nies determing whether & user is pemitied Lo receive claims for the rehing paity.
@ Welcome Choose one of ithe followng ophicns for the initial behavicd of this relving parly’s issuance suthorzation
s,

@ Select Data Souce
@ Specily Dizplay Mame ' Presmit all usess to access this rehing party
b Profd The issuance suthorization ndes will be configured to pesmit all users to access this rehing paity. The
@ Lhcose Frofe rehing party sendce of appbeation may stil deny the user access.
@ Configure Cerificabe
. i ™ Doy all users access to ths rehing party
=] Ll L
e The issuance suthorzaton ndes will be conbguied bo deny all users sccess ba this ishng paity, ou must
@ Configure Identifiers later add suance authonzation rules to enables any users o access this relsng pardy.
@ Choose lssuance
Autharizstion Rulss
f'ou can changs the issuance suthorzaton ndes fior this rebang parly inest by selecting the relang paity
@ Ready o Add Truzt trust and chcking Edit Claim Rules in the Actions pane.
@ Firish
<Previous |[ Mewt> Cancal Help
or
Qi Add Relying Party Trust Wizard *
Choose Access Control Policy
Steps Choose an access control policy
@ Welcome I 1
Name Description (]
et [z
@ Select Data Scurce Pl © . -
@ Specify Desplay Name Pesmit everyone and requia MEA, (Grart access to everyona and requir
@ Configure Cartficate Permit everyone and require MFA for specific group (Grant access to everyone and requir
o . Pesmit everyane and require MFA from sdranet sccess Grar pocess 1o the niranel users ¢
@ Configure URL Pesrit everyone and require MFA from unauthenticated devices Grant access to evenpone and neguir
@ Configure ldentifiars Pesmit everyone and requirs MFA, allow automatic device registr...  Grant access to everyone and requir
@ Chooss Accass Contsol Permit evenyone for intranet access Grant access to the intranet users.
Fm Plasrnd s e . (emel pamaee ba e Al Anm ar poesd

< >
@ Readyto Add Trust '
@ Fris Policy

‘F‘mwm




10. On the 'Ready to Add Trust' screen, you can review all settings. If all is correct, click 'Next >'.
11. Check 'Configure Claims issuance policy for this application' and click 'Close’'.

| i Add Relying Party Trust Wizard *

Fimish
 Seps

@ Welcoms

@ Select Data Sounce
@ Specy Display Mame
@ Configure Cartficate
@ Configure URL

@ Configure Identfiers

@ Chooss Access Control
Policy

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added

7] Configune claims issuance pobcy for this application

3.2 Configuring claims

Claims need to be configured in order to map users between ADFS and assessmentQ. Important: the user’s Windows
name needs to be passed without domain prefix as Name ID. In order to accomplish this, the Active Directory Claims
Provider Trust need to be changed accordingly.

By default, there is no claim rule on this provider to pass the Windows user. So one should be add.
Important note: before continuing, check if the claims is already present.

1. Right-click Active Directory and Select 'Edit Claim Rules'

Clasirns Provider Trusts

Reebying Party Trusts
Attributn Shones

or
Select the Relying Party from the list and click 'Edit Claims Issuance Policy' in the right pane.



Telersic: Educstion Yo WS-T..  hipsfeww sgrn sdocations/mo. . Pemi ey View

Mew ‘Window from Here

Edit Clairm Issusnce Policy for Teevic Education =
i Refresh
lssuance Transfom Rules
B Hee
Than fcllerning irnrofiorms subes spaclly th clams Bl wil ba seri 1o the relying paty
_ Televic Educaticn
Order  Fule Hame lssnd Chwms Update from Federation Metadata

Edit Access Control Polcy..
Edit Claam lssuance Pobcy..

Dieabile
Properiet
and select 'Add Rule'.
2. Add a new 'Send LDAP Attributes as Claims' rule
Gl Add Transform Claim Rule Wizard x
Select Rule Template
Seps Selact the template for the claim nie that you want 1o creabe from the following lst. The description provides
@ Choose Rule Type detaids about each claim e template.
@ Configure Claim Ruls Clmirn e tamplats
Send LDAP Attributes a3 Claims w
(Claien rube tempilate description:
Using the Send LDAP Attdbute as Claims ruls template you can ssiact atfributes from an LDAP attribute
sore such as Active Dirsclony to send as claims to the relying party. Multiple attributes may be sent as
multiphs claimes from a single nubs using this nule type. For exampls. you can use this nuls template 1o create:
a rubs that wil extract atiribute values for authenticated usens from the: displayName and telephons Mumber
Active Directory attibules and then send those values as two diferent oulgoing claims. This nule may also
be used to send ol of the user's group memberships. ¥ you want to only send individual group
memberships, use the Send Group Membership a5 a Claim e template

3. Enter a name for the claims rule, and map LDAP Attributes to the required claims. The required claims for the SP
are:
a. Name Id or Sub
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
b. E-mail Address
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
c. Surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
d. Given Name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname
These claims are configured by default in the ADFS > Service > Claim Descriptions section of the ADFS
Management console.
An example of how to map them is shown in the figure below. Note that the Name ID Claim can be mapped from
anything you wish, as long as it is unique. Another example could be to map the SamAccountName to the

televic


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname

Nameld claim.

You can configure this nule to send the values of LDAF attibutes as claims. Select an attribute store from which
to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued
from the rule.

Claim rule name:

| Required claims

Rule template: Send LOAP Attibutes as Claims

Attribute store:
Active Directory e

Mapping of LDAP attibutes to outgoing claim types:

Iégéﬁ.iﬁ?bute (Select ortype to Outgoing Claim Type (Select or type to add more)
Iser-Principal-Name ~ | Mame ID e
(] E-Mail-Addresses ~ | E-Mail Address w
Sumame ~ (| Sumame w
Given-MName ~ [ Given Name -
# e o

4. Optionally another Claim rule can be added to provide for:
a. User name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
This claim is added to the Claim Descriptions by default.
b. Date of Birth
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth

This claim is not added to the Claim Descriptions by default. It can be added in the ADFS > Service >


http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/dateofbirth

Claim Descriptions as show in the picture below.

Shot Hare Com oo ~ | coimDescriptions.
store it/ fschemas microsolt com.ws/2014,/01 de Add Clairm Description...
s T ermad hitp//schemas amisoap. 1 View
adfslupn hitp/schemas xmisoap .
et elaginid hitp/ fechamas microsolt 1311/l New Window from Here
Add a Claim Description e ox (G Refresh
Help
“fou can add a claim description bo identify and descrbe this clasm for laber uss.
Displary nasme: “
[Diate of Bith ] Propesties
| VB | hert n Help
Clasm identifiar:

|hitp:fachemas xrrisonp ong wsy 2005/ 05 denty claims. dateofbath | po=
Deencription:

0 Publish this claim description in federation metadats a3 a claim type that this Federation
Senvice can Bocept

ﬁhdﬂn descnpton in federation metadats a3 a mmhh&ml

ok || concs |

c. UserLanguage

http://schemas.televic.com/2017/02/claims/UserLanguage

This claim is defined by Televic and is not added to the Claim Descriptions by default. It can be added in

the ADFS > Service > Claim Descriptions as shown in the picture below.

1/t

Shed Mams Clam Tiype
o itps/facheemas microsolt com/vee/ 201411 ider
Ay el ip facheemas amisoap
afy lupn g fachaenas amisoap or. clame UPN
Bt et ki hips fachemns microsolt
Add a Claim Description

Yiou can add a clam description to identfy and describe this claim for ater use.

W Display nome:

[Language |
Shert Hame:

(Clasien iesratifonr

Exaenple: Fiip.//schemas xmisoap orgfwss 200505 A denity/claima.seradaddres
Descripbion:

O Publish this claim description in federaion metadata 25 a claim hype thal this Federation
Senvice can accept

muu'::mnhdaﬁMmmuumwmm Federation
Senvice can

P | ok | Cones

roe ) fo

it /schemas televic com/ 201702 iclaims. UserLanguage| | p

televic

L]

| Add Clairn Description...

View

New Window from Here
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http://schemas.televic.com/2017/02/claims/UserLanguage

Now, to add these optional claim rules, add a new rule. Select 'Send LDAP Attributes as Claims'

Q1 Add Transform Claim Rule Wizard b

Select Rule Template

I Select the template for the claim nle that you want to creste from the following st, The description provides
@ Choose Fule Type detais aboud anch claim ruls template.
@ Corfigure (laim Rule Claim nubs templats
Send LDAP Attrbubes as Claims W

Claim e template: description:

Lising the Sand LDAP Attibute a3 Claims rubs template you can sslsct attdbubes from an LDAP attibute
store such as Active Dinectory to send a3 claims o the redying party. Multiple attrbubes may be sent o3
multiphs clmims from & smghs ruke wsing this rule type. For scample, you can uss this e templae o creale
a s that will edract attebute vakees for authenbcabed usars from the daplayhame and telsphonehiumber
Active Direclory attributes and then send those values as two diferent cutgoing claims. This nle may also
be used 1o send &l of the user's group memberships. ¥ you wart to only send indhvidual group
mambanships, uss the Send Group Mambership as & Claim rule template.

And add map the attributes in the picture below. Note that the Name claim can also be chosen from any LDAP

Attribute you like. Uniqueness is not required. The ‘Date of Birth’ and ‘language’ Attributes are non-standard AD

attributes and can be added by an AD Administrator. Adding custom AD Attributes is not covered in this manual.
You can configure this nule to send the values of LDAP attributes as claims. Select an altribute store from which

to extract LDAP attrbutes. Specify how the attributes will map to the outgoing claim types that will be issued
from the rule.

Claim rule name:
|Opﬁmal Claims
Rule template: Send LDAP Attributes as Claims

Attribute store:
Active Directory
Mapping of LDAP attributes to outgoing claim types:

I‘;Eéﬁ:lx;ibma ¢ ortypeto Qutgeing Claim Type (Select or type to add more)

User-Principal-Name ~ | Name -

dateOfBith v | Date of Bith -
» language + | UserLanguage| -
- LS -

3.3 Adding support for synchronizing groups between ADFS and Edumatic

3.3.1 Organizing Groups within the AD
The diagram below depicts the coupling between users and groups in Active Directory (AD) and assessmentQ.

Within the AD structure, you create an Organization Unit (OU) assessmentQ. Within this OU, you define all the groups

that need to be synchronized with assessmentQ. Subsequently you add the users to these groups, either by linking the
user directly to an OU group or by linking an existing AD group to an OU group.

For example:

1. John and Jane are members of the AD group Staff members Brussels. This group, in turn, is member of the OU
group Brussels. As a result, John and Jane are members of the OU groups Brussels and Staff members within

the OU assessmentQ.



2. Peter and Gabriel are members of the AD group Staff members London. This group, in turn, is member of the OU
group Staff members. As a result, Peter and Gabriel are members of the OU group Staff members within the OU

assessmentQ.
Active
Directory
Groups Users
~— Member of
i
Staff members | Ay
Brussels N
— John
P Member of
! Staff members - L
London \ Jane
Member of
Member of
| 3ccesSMEniQ — Peter
— Gabriel
Staff members  [df—"

L Brussels l—

I I FOUT | Gliffy is zonder licentie. om diagrammen in uw wiki te tekenen.

When John signs in to assessmentQ (via the ADFS coupling), the groups Staff members and Brussels are automatically

created in assessmentQ and John is added to these groups. These groups will not be nested in assessmentQ and will
exist next to each other.

When Jane signs in to assessmentQ, she will be added to the groups Staff members and Brussels (which are already
present in the system).

When Peter signs in to assessmentQ, he will only be added to the group Staff members. No group Staff members
London will be created.

As such, groups not part of the OU assessmentQ will not be created in assessmentQ.

In assessmentQ, this will result in the following structure of groups and users:


https://confluence.televic.com/plugins/servlet/upm#manage/com.gliffy.integration.confluence

assessmentQ

Groups Users
e
) Member of
_— Brussels -l \ E—— John
'
‘ >
‘—| Staff members |« Jane
<] \
-
S— Peter
W
. Gabriel

I I FOUT | Gliffy is zonder licentie. om diagrammen in uw wiki te tekenen.

3.3.2 Limitations

There are some restrictions and limitations related to syncing groups between AD and assessmentQ:

1. Groups within the OU assessmentQ should all have unique names as groups are not nested in assessmentQ.
2. In case groups already exist within assessmentQ, the same name must be used within the OU assessmentQ.
3

. If a group name is changed in assessmentQ, it should also be manually changed in the OU assessmentQ and
vice versa.

4. Users are never deleted from groups in assessmentQ.
Example:

a. InAD, Jane is initially member of the group Staff members.

b. Jane signs in to assessmentQ (using ADFS). As a result, Jane is also added to the group Staff members
in assessmentQ.

c. Some time later, In AD, Jane is moved to group Brussels. Hence, in AD, Jane is no longer member of the
group Staff members.

d. Jane signs in to assessmentQ again (using ADFS). As a result, Jane will be added to the group Brussels.
Important: Jane is still a member of the Staff members group in assessmentQ as well.


https://confluence.televic.com/plugins/servlet/upm#manage/com.gliffy.integration.confluence

Automatically deleting a user from groups is not supported through ADFS. Also, this could have an impact on
reporting and obtained results. As such, if users change groups in AD, they should manually be removed from the
corresponding assessmentQ group (if needed).

Tip: create a dummy user which is member of all the OU groups and sign in with that particular user in assessmentQ via
ADFS. As a result, all assessmentQ groups will be created at once.

3.3.3 Passing on groups to assessmentQ

As detailed in the previous section, the groups passed on the assessmentQ need to be defined in an OU as depicted in
the picture below.

A assessmentQ was formerly called Edumatic. In the screenshots below the name Edumatic is still used instead

of assessmentQ.
] Active Directory Users and Com|| Name Type De
- SalxreFI QL;IE”ES_ %Brussels Security Group...
v & tEt Ewc,-Ej ucation.com EEStaf‘F Members Security Group...
| Builtin
| Computers

2 | Domain Controllers

= | Edumnatic

| ForeignSecurityPrincipal:
| Managed Service Accour
| Users

To find all groups for a user, which are member of this assessmentQ OU, we need a custom Attribute Store and 2 custom
rules.

First we define a custom attribute store, let's call it assessmentQ (formerly called Edumatic).



1 AD FS

i File Action View Window Help
leos 2@ B

S

w [] Service
| Attribute Stores Name
[ 7] Authentication Methods Active Directory
[ Certificates I
[ ] Claim Descriptions
[ | Device Registration
[ | Endpoints
[ | Scope Descriptions
[] Web Application Proxy
[ Access Control Policies
["] Relying Party Trusts
[ | Claims Provider Trusts
[ ] Application Groups

As type choose, LDAP and enter the full LDAP path to the assessmentQ OU. You can see an example in the picture
below.

Display name:

Edumatic

Attribute store type:
LDAF w

Connection string:

LOAP:/ Aelevic-education .com /O U=Edumatic, DC =televic-
education, DC=com

Then we add 2 rules. The first rule is to find the current user’s Distinguished Name. The second is to find all groups
which this user is member of inside the assessmentQ OU.



1. Add a new rule and select 'Send Claims Using a Custom Rule'

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Claim Rule

1 Add Transform Claim Rule Wizard

Sedect the template for the claim rule that you want to create from the following st The: description provides
detais about sach claim nule template .

Claim nule template:

Send Clams lsing a Custom Rule ~

Send LDAP Atirbutes as Clams
Send Group Membership as a Claim

Trarhomm an Incoming Clasm
Fass Fit

0
Send Claims |

+ Sending clams from & SOIL attibute sone
+ Sending claims from an LDAP attribute store using a custom LDAP fiker

claims fior use only in later rules

<Provess | [ Nea> ]| cance

2. Name the rule 'Fetch User's Distinguished Name'.
For the rule body, copy and post the code below. This query will fetch the User's Distinguished Name and store it

in the UserDN claim.

c:[Type == "http://schemas
AUTHORITY"] => add(store =
query = ";distinguishedNam

televic

.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer == "AD

"Active Directory", types = ("http://schemas.televic.com/2017/02/claims/UserDN"),

e;{0}", param = c.Value);

18



fou can configure a custom claim rule, such as a nule that requires multiple incoming claims or that extracts

claims from a SGL attribute store. To configure a custom rule, type one or more optional conditions and an
izsuance statement using the AD F5 claim rule language.

Claim rule name:

Fetch User's Distinguished Mame

Fule template: Send Claims Using a Custom Rule

Custom rule:

c:[Iype ==

"http://schemas.microscft. com/ws/2008/06/identity/claims/windowsaccount
name™, Issuer == "AD AUTHORITY"™]

=» add{store = "Active Directory™, types =

{("http://achemas.televic.com/2017/02/claims/U3erDN"),

query =
"rdistinguishediame; {0}", param = c.Value) ;|

3. Add another custom rule like above.
Name it 'Fetch the User's Groups'.

For the rule body, copy and paste the code below. This query will fetch the groups (recursivly) of a user
(depending on the UserDN) in the assessment Attribute store. This will limit only the groups in the OU.

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname", Issuer == "AD
AUTHORITY"]
&& c2:[Type == "http://schemas.televic.com/2017/02/claims/UserDN"]

=> issue(store = "Edumatic", types = ("http://schemas.televic.com/2017/02/claims/Group"), query =

"(&(objectClass=group)(objectCategory=group)(member:1.2.840.113556.1.4.1941:={1}));cn;{0}", param = c.Value,
param = c2.Value);



Edit Rule - Get groups from edumatic

You can configure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SQL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD F5 claim rule language.

Claim rule name:

Fetch the User's Groups|

Rule template: Send Claims sing a Custom Rule

Cusgtom rule:

c: [Type ==
"http://schemas.microscft.com/ws/2008/06/identity/claims/windowsaccount
name™, Issuer == "AD AUTHORITY™]

£ c2:[Iype == "http://schemas.televic.com/2017/02/claima/UserDl™]

=» jigsue(store = "Edumatic™, types =

{"http://achemas.televic.com/2017/02/claims/Group™), query = "(=&

{ockjectllass=group) (cbkjectlategory=group)
{merker:1l.2.540.113556.1.4.19841:={1}}));cn;{0}", param = c.Valus, param

= c2.Value);

Cancel

3.4 Overview of the Issuance Transform Rules

Finally the 'lssuance Transform Rules' should look something like below.



Edit Claim Issuance Policy for Televic Education et

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name lzzued Claims

1 Required claims Mame |0, Mame, E-Mail Ad...
2 Optional Claims Mame,Date of Birth,UserL. ..
3 Fetch User's Distinguished Mame <5ee claim nule:

4 Fetch the Users Groups <5ee claim ule>

Add Rule... Edit Rule. .. Remowve Rule. ..

QK Cancel Apphy

4 Testing

The following URLs can be used for testing.

For authors (content-creators) and coaches (who need to see the reporting) the url will be:

https://<your_identifier>.backoffice.assessmentq.com

For candidates (who take the tests) the url will be:



https://<your_identifier>.assessmentq.com

[1] In this case it is the responsibility of the customer to signal changes in the metadata file to Televic.
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