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1 Introduction

Each nurse operating an ACCU Chek Inform Il (ACI2) POC-device needs to have a valid certificate for it. These
certificates are managed within COBAS IT 1000 from Roche.

By setting up a coupling between assessmentQ and IT1000, assessmentQ can push results for certain assignments to
an on-premise IT1000 system.

2 assessmentQ content for certifying ACI2
devices

The questions with respect to the ACI2-test are automatically imported by Televic into the channel of the customer. These
questions are made available by Roche.

Based on these questions, the customer can create assessmentQ assignments with respect to the ACI2 certification.
Multiple variants of the ACI2-test can be prepared by using a different set of questions from the available question pool.

Some points of attention when creating an assignment for ACI2 certification:

» Type: practice (in order to allow multiple attempts, see later in this document)

» Naming convention: the coupling between assessmentQ and IT1000 is made based on the name of the
assignment. This naming convention needs to be aligned with the IT1000 responsible from Roche.

» Under the tab 'Results' of the particular assignment(s) the option 'Send to IT1000' needs to be checked
(activated). This option is enabled by Televic Education within the channel of the customer.

Example workflow
The workflow as detailed below makes following assumptions:

» The certificate for the ACI2 system remains valid for a period of two years. Hence, the certification process in
assessmentQ is based on a cycle of 2 years.
Remark: the certificate validity period is configurable in IT1000. The cycle of certification can thus be longer or
shorter than 2 years.

* Anurse can, after receiving a message from the IT1000 system that the IC2 certificate is about to expire, take the
assessmentQ test up to two times.
Remark: the number attempts is configurable in IT1000.

In case a nurse passes for the test, the certificate is automatically renewed and remains valid for two years.

In case a nurse does not pass the test, he/she should contact the lab in order to see which steps should be followed in
order to obtain the certificate after all.

1. Creation of an assessmentQ schedule
A schedule is created within assessmentQ:



a. The schedule gets a clear name.
For example: “After message that the ACI2 certificate expires: ACCU Check Inform Il test”.
b. A period of two years is set for the schedule.
For example: 1/1/2020 — 1/1/2022
c. No notification mails are being set up.
The nurses will get a message from the IT1000 system itself that their certificate must be renewed. This
message is not sent by the assessmentQ system.
d. The ACI2 assignment is coupled with the schedule
e. The group “Verpleegkundigen” is coupled.
2. Taking the assessmentQ ACI2 test
a. The nurse receives a message from the IT1000 that the certificate is about to expire.
b. The nurse logs in to the assessmentQ portal and sees the schedule for the ACI2 test. He/she start the
particular ACI2 test.
Remark: For a nurse to see the ACI2 test, he/she must be added to the assessmentQ group
“Verpleegkundigen”.
c. After finishing the ACI2 test, the nurse gets feedback on the obtained result/score:
i. In case the score < 80%:
“You did not get 80%.
Is this your first attempt? Please try again.
Is this your second attempt? Your Accu-Check Inform Il-system certificate will expire. You can no
longer operate the device. Please contact the lab as soon as possible.
Remark, this message is only valid in case you received a message on the Accu-Check Inform II-
system that your certificate is about to expire.”
ii. In case the result is between 80% and 100%:
“You scored 80% or more.
Your certificate to operate the Accu-Check Inform ll-system is extended with two years.
Remark, this message is only valid in case you received a message on the Accu-Check Inform II-
system that your certificate is about to expire.”

After a period of two years, a new schedule can be created in the assessmentQ platform with a new assignment for the
ACI2 test and the procedure as described above can be repeated. If needed, a new schedule and assignment can also
be created with a higher frequency.

Remark:

The assessmentQ assignment for the ACI2 test is a practice assignment. In other words, the assignment can be retaken
multiple times. The IT1000 system only takes into account the resulting score of the assignment in case the nurse
actually received the message that the certificate is about to expire. Also, the IT1000 will only consider the result if not all
certificate attempts have been used.

In case a nurse takes the exam before receiving a message of the IT1000 or if a nurse performs more than two attempts,
the result will be ignored by the IT1000 system.

3 Technical overview

In a typical setup, the IT1000 server is behind the firewall and is not accessible from outside the customer's network.
Therefore a small application needs to be installed at the customer's site. Typically this is installed in the DMZ of the
firewall as it needs to be accessible from the assessmentQ server. This service will be called when the "Send to IT1000"
checkbox is checked in the assessmentQ backoffice. The application will then write the results to a csv file on the local
disk. This can then be copied with help of e.g. robocopy command to the IT1000 server where it can then be picked up
by the IT1000 system.

Following schematics illustrates this flow:


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/robocopy

(1N
AMEE

1

Edumatic3 fWeb server

1: Network schematics on how the architecture looks like

User finishes
session

The internet

DMz

1

Edumatic ResultsService

Windows
service
connects to
result service

Robocopy csv

Customer Firewall

Windows
service sends
results

7
IT1000

Edumatic server

h

Resultsservice
writes files to
CS3V (on
LOCAL disk)

Customer web server

Robocopy IT1000 can
copies CSVio process the
IT1000 server result

2: Flowchart. Green is provided by televic, red should be provided by the customer

3.1 Requirements

» Publically accessible windows server 2012 R2 or higher with

* .NET 4.5 or higher (See Appendix A)

» 1IS 7.0 or higher (See Appendix A)

» ASP.NET 4.5 or higher (See Appendix A)
« If https is required => a valid SSL certificate
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* In IIS on server level, make sure the 'Handlers Mapping' feature delegation is set to Read/Write

qgl Feature Delegation

Use this feature to configure the default delegation state for features at

Group by: Mo Grouping <

Mame Delegation
Feature Delegation Read/Write
Handler Mappings Read,/Write
HTTP Redirect Read \Write
* The IIS user(s) should have admin rights on the folder to wich the service must write
Permissions for IT1000 >
Security

Ohject name:  Chinetpubwwwroot\EduQare I T1000

IGI'EILI|:I ar User names:

HR CREATOR OWNER
ER SYSTEM
SR Administrators

2 Trustedinstaller

Add. Remave
Permissions for lIS_IUSRS Allow Dery
Full control [ g =~
[ Modity L]
Read & execute O
List folder contents [
Read O W

Canel oy

3.2 Deployment steps

1. Copy the Webservice to a folder on the disk, see attached ZIP file.
a. e.g. C:\inetpub\wwwroot\EduQare
2. Edit the Settings.config file and fill in the correct path to the folder where the CSV files will be stored.

a. Note, Network paths won't work if the network path is inside the customer's domain. IIS can't authenticate
a domain user from within the DMZ

b. The default export path is: C:/IT1000
3. Open IIS Management Console



4. Add a website and point this to the earlier chosen directory
| !

| Site name:

[Edugere | [Edugare | Select.

Content Directory

Physical path:
_ Browse For Falder X

Pass-through authy  select a directory for the application.

Connect as..,

v || inetpub ~
Binding custerr

Tpe history

I
hitp °9s

temp
Host name: v || wwwroot
aspnet_client
EduQare

msmq

Example: www.con

Make New Folder Cancel

Start Website immediately

Cancel

5. Make sure the application is running on an Application pool with:
a. .NET CLR Version: V4.0
b. Managed Pipeline Mode: Integrated

03. Application Pools

This page lets you view and manage the list of application pools on the server. Application pools are associated with worke

Filter: - Go - \gq Show All  Group by: Mo Grouping -

Mame Status JMET CLR Version  Managed Pipeline Mode  |dentity

5} NETw2.0 Started w20 Integrated ApplicationPoolldentity
Q.NETVE.D Classic  Started w20 Classic ApplicationPoolldentity
,;,;,' JMET w5 Started w40 Integrated ApplicationPoolldentity
Q.NETM.S Classic  Started wvd 0 Classic ApplicationPoolldentity

6. Create the necessary bindings, for more information see this MSDN article
a. Note that this step is optional, there are many ways to add bindings to a webserver.
b. Note that assessmentQ is also capable of integration based on public IP-address, a url is not strictly
needed, however recommended.

() Note: we strongly recommend hosting the website on a standard port number

7. To verify if the service works, browse to the application in the browsers and hit the 'test' button
r
/[ Edugare Resultservice *
¥

= C | & Veilig | hitps;

! Test |

8. The response should be:

This XML file does not appear to have any style information associated with it. The document tree 15 shown below.

v<string xmlns="http://schemas.microsoft.com/20@3/18/Serislization/">
Test;Test;Test@Test.Test;Test;2018-85-15 14:24:35;FAIL;
</string»

9. Also verify that there is a new csv file present in the selected folder (as set in the Settings.config)


https://docs.microsoft.com/en-us/iis/configuration/system.applicationhost/sites/site/bindings/binding

4 Connection details and settings

4.1 Information to provide by the customer

In order to configure the export to IT1000 in assessmentQ, we need to receive the URL via which the webservice can be
reached publicly.

Public IT1000 webservice URL =

PUBLIC IT1000 WEBSERVICE URL

5 Appendix A: Installing 1IS with ASP.NET on a
Windows Server

1. Go to the server manager and select 'Add roles and features'
Server Manager * Dashboard

_ WELCOME TO SERVER MANAGER

o Configure this local server
QUICK START

2 Add roles and features

Add other servers to manage
WHAT'S NEW
4 Create a server group

Connect this server to cloud services

LEARN MORE




2. Choose 'Role-based or feature-based installation'

Select installation type

Server selection

Select server roles

Befors You Begin
Installation Type Roles

Before You Begin

Select the installation type. You can install roles and features on a rum
maching, or on an offline virtual hard disk (VHD]).

® Role-based or feature-based installation
Configure a single server by adding roles, rele services, and feature

) Remote Desktop Services installation
Install required role services for Virtual Desktep Infrastructure (VD)
or session-based desktop deployment.

3. Under Server Roles, scroll down to Web Server and check at least the roles as depicted below

Select one or more roles to install on the selected server.

Server Selection

Features

b [C] FTP Server
a [H] M Tools (1 of 7 installed) -

3

D

4 [B] Web Server (12 of 34 installed) L
sU

i), a

Default Document (Installed) <

Directory Browsing (Installed)
HTTP Errors (Installed)
Static Content (Installed)
HTTP Redirection (Installed)
] WebDAY Publishing
[®] Health and Diagnostics (1 of 6 installed)
[®] Performance {1 of 2 installed)
[M] Security (1 of 9 installed)
[ Application Development (5 of 11 installed)
[[] .NET Extensibility 3.5
JNET Extensibility 4.5 (Installed)
[ Application Initialization
ASP (Installed)
[] ASP.NET 3.5
ASP.NET 4.5 {Installed)
[ cal
ISAPI Extensions (Installed)
ISAPI Filters (Installed)
[] Server Side Includes
[[] WebSacket Pratocal

1IS Management Console (Installed)
[] 1S 6 Management Compatibility

e L ar o
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4. Under Features select at least the features depicted below:
Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features

Server Szlection

[ [m] .MET Framework 3.5 Features (1 of 3 installed)
Server Roles

4 [m] NET Framework 4.5 Features (3 of 7 installed)
| .NET Framework 4.5 {Installed)
[w] ASP.MET 4.5 (Installed)
b [
b [[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encrypticn
[] BitLocker Network Unlock

[ .-

5. Confirm

6 Appendix B: Distribution

EduQarelT1000.zip
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